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SUMMARY

Sarah James of Mouchel and John Richardson from Innogistic explain that managing Data
Licensing need not be a problem and, if done correctly, may even lead to some unforeseen
and surprising benefits — such as a Spatial Data Infrastructure.

Areyou ready to move your Digital Rights Management (DRM) and data licensing from the
filing cabinet to your Spatial Data Infrastructure (SDI)? How and what would you think about
when you decide to build or enhance your SDI?

So what is the answer? How can licensing be smplified and managed? This presentation
outlines just one approach to the problems.

The presentation summarises how consulting and business services group Mouchel met the
problem head on, showing how good and efficient management of licences within an SDI has
the potential to make GIS as high profile, useful and relied upon in the boardroom as project
performance and finances.
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MANAGING DATA LICENSING NEED NOT BE A PROBLEM!

Sarah JAMES Bsc (Hons), Msc (tech) CGeog and
John RICHARDSON BA(Hons), DipM
United Kingdom

1. THE COMPLEXITY OF DRM

The subject of Digital Rights Management (DRM) and data licensing can seem daunting. Last
year's 12-month sentence and £2.5 million fine handed down by Swedish judges to the four
individuals behind file sharing site * The Pirate Bay’ has shot the topic of digital rights back
into the headlines.

The legalities of data licences and copyright are not just an issue of concern for the
entertainment industry. Geospatial data providers have always steadfastly protected their
Intellectual Property Rights (IPR) but the advent of the Internet has presented new challenges
for policing these rights. Increasingly sophisticated detection methods now mean that data
users and geospatial practitioners need to be much more aware of the implications of
contravening IPR, accidentally or otherwise, given the global nature of the internet. Thisis
particularly relevant due to the increased level of discussion around the freedom of the
internet and Googl €' s fight against alleged state censorship in mainland China.

There are as many public data access models as there are countries in thisworld. 1n some
public datais free and available to everyone whilst in othersit is only available if you are not
making a profit fromit. Some the datais restricted access whilst in othersit isrelatively free
access. Accessis often tied to the nature of the data as some countries (like the UK) have
highly developed large scale datasets which cost a great deal to collect and maintain whereas
other countries have no such high-end datasets except where charity lead data collection
activity has occurred often following some form of natural disaster. Inthis complex world, it
is no wonder that there is confusion over who should have ownership and responsibility of the
datasets.

It isthis perceived legal complexity, combined with the time-consuming and resource-hungry
nature of properly managing datalicensing, that can cause an organisation to metaphorically
“hide the whole issue behind the filing cabinet’, hoping it will just go away and the data
provider will not notice any misuse. Because of this attitude DRM was an areawhich
particularly concerned the Geospatial team at International consulting and business services
group, Mouchel. Rather than hide DRM behind the filing cabinet, Mouchel decided it needed
to face the challenge head on, starting with the complex situation which currently exists
within the UK. It was concerned with the potential risks of copyright infringements and felt
that ignoring the issue, like many other organisations do, was an optimistic and unprofessional
approach that would not stand up to scrutiny should alegal challenge arise. Asaresult,
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Mouchel decided to review the whole process and put in place a new, automated, solution
which could manage the entire DRM issue, thus removing the onus from operational staff.
The heightened prominence of these issues has led to increasing debate around DRM. With
the INSPIRE Directive scheduled to come into force soon, the proper management of DRM
and data licensing is now more critical than ever. The Open GIS Consortium GeoRM
working group has done alot to develop an international standard for the management and
protection of Intellectual Property. Those with an interest and a view to express can do so on
the working group’ swebsite at: http://www.opengeospatial.org/projects/groups/geormwg.

The UK’ s famous national mapping agency, Ordnance Survey, announced a consultation
regarding its proposed new strategy in December last year. Aswell asunveiling its future
online offerings, it makes reference to forthcoming and continuing reviews of licence terms as
part of the plan to ‘improve ease of access to geographic data and services . Recent licensing
initiatives from Ordnance Survey, such asthe Multi Client Contractor Licence, have certainly
helped reduce the stress levels of UK based GI Managers. As aresult of its depth of
experience in using Ordnance Survey’s geospatial data and first-hand knowledge of the
problems of the corresponding licenses, Mouchel was able to provide alot of useful feedback
and formally replied to this consultation in March of thisyear. Yet al this activity, while
highly necessary, seems only to heighten the perceived complexity of DRM to the sharp-end
GIS/CAD user and make it appear even more overwhelming.

In paralld, the concept of Spatial Data Infrastructure (SDI) — considered the Holy Grail of the
Gl world - has also sparked a great deal of debate. Initiatives such as the European INSPIRE
directive, MEDIN (the UK Marine Environmental Data and Information Network) and

VISTA (the utility companies' lead project on visualising integrated information on buried
assets to reduce street works) al seek to provide a common framework in geospatial data,
metadata and digital infrastructure within their various spheres of activity. The Open GIS
Consortium overarches all of this and provides a framework of standards on data formats and
transfer protocols such as GML and WM S/ WFS to bring uniformity to important areas of the
GISworld. Despite all these efforts, interpretation issues are already beginning to surface as
geospatial system suppliers take different views about translating these standards into
practice, potentially sparking a costly format war. But data, metadata and data transfer is only
aportion of what can be considered to be an SDI in its entirety and the environment within
which any geospatial datais used and the infrastructure through which it is transported to the
user isalso of vital importance. What is noticeably lacking within all of these directives and
initiatives is anything which addresses the licensing of data. Rather than being addressed the
subject is side stepped as being the sole responsibility of the data providers.

So what is the answer? How can Geospatial Data Licensing be simplified and made more
manageable? And should an organisation go to the expense of changing, updating,
rationalising or standardising their geospatial operations to create their own resource centre
within the larger international SDI? Almost by accident, Mouchel found that solving both
SDI and licensing challenges did not necessarily require major reconstruction within their
own geospatial network. The company did not specifically set out to create an SDI. At the
outset, the particular areas of interest were DRM, guarding against the risk of infringements
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and the management of OS MasterMap data. However, by taking an holistic approach to these
challenges, Mouchel’ s geospatial team found itself implementing a solution for DRM that
created its own SDI - with benefits.

This paper outlines the methodical approach that Mouchel’s UK division took to addressing
the thirty-one business requirements that needed to be resolved in order to manage DRM and
thus facilitate the implementation of SDI. By breaking the whole task down into manageable
segments, similar to that of a contract review process, Mouchel has demonstrated that the
issues surrounding licence management can become less onerous and can also open up new
opportunities for SDI development and implementation.

2. OUTLINING THE PROBLEM

Mouchel provides many of the design, managerial and engineering services that support
modern society across the globe. The company works with a variety of organisations in both
public and private sectors in many different countries, across a wide range of infrastructure
projects. Asaresult, its Gl professionals need to manage a vast array of different geo-datasets
assigned to them under various client licences. The management of this data and its
corresponding licences had become a time-consuming and resource-hungry activity.

Within Mouchel there is a culture of risk mitigation. Employees are encouraged to aways
identify and highlight potential risks in order to face them head on and to collectively find a
solution, an approach that is proving particularly valuable in the current financial conditions.
This culture is borne out of the engineering business, which is also focused on risk
identification and management in terms of delivering client requirements and contractual
obligations.

Mouchel UK GIS management team already had a good understanding of licensing but map
datais used across the entire Mouchel business by many people accessing corporate GIS,
CAD and other systems. It is the sharp-end data users who require supporting processes or
technol ogies to ensure that they work within the terms of the licences. Concerns had also
emerged about the uncontrolled use of free on-line mapping services which might
inadvertently result in licence infringements.

3. IDENTIFY THE RISKS

Faced with these challenges Mouchel’ s team decided it needed to put in place a system that
would manage all datain a more efficient manner and that could reduce the risks associated
with DRM and licensing. Later it was recognised that this system was essentially an SDI. In
order to identify challenges and to scope out the project more fully, the Geospatial Systems
team undertook an internal survey of how and where geo-data was currently used within its
UK operations. The results proved very interesting.

Not surprisingly, a large number of survey respondents said that they were not aware of the
digital rights compliance issues around the usage of map data, nor did they fully appreciate
that the free use of internet mapping services such as Google Maps and Multimap is restricted
for commercial use. In addition, a number of Ordnance Survey data users were unaware of the
need to keep track of datalicensing obligations or of constraints related to onward data
recipients and restrictions on future retention and use of the data.
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In order to overcome this apparent lack of awareness, Mouchel’s Gl team asked for volunteers
(called * Champions’) from across the organisation to act as points of contact for queries and
guestions on geospatial data management. Thisteam of Champions provided crucial insights
into the requirements for the solution. Finally, Mouchel conducted a series of road shows and
developed a collection of pages on the company intranet to highlight the importance of digital
rights compliance.

Many of the questions that came back from this consultation process centred around the
control of free on-line services such as Google Maps and Multimap to ensure compliance
within the overall Mouchel environment. These services are aimed at members of the public
and are generally not for commercia purposes but if used by unsuspecting employees there
could be unforeseen licensing implications. This evidenced the need for amore holistic
approach and began to feed in the elements that needed to be considered for SDI. The
Geogpatia team considered whether these services should have a place within Mouchel’s
corporate solution or whether restrictions should be put in place so that Ordnance Survey
becomes the main - or even the only - map data provider for al UK based applications? There
were inherent risks in allowing free viewing services within the Gl solution, not just in terms
of licence infringement but also for cost association and benefit realisation. There was
potential for inaccurate ‘ generalised’ datato infiltrate activities where accuracy and data
integrity are paramount. Conversely however thereislittle point in requiring a download of
OS Mastermap Topography layer if someone only wants to view a simple small scale map of
aparticular area.

To mitigate the risks of licence infringement, the solution needed to provide a*“free viewing
service” that would draw its small scale data from the central Mouchel data store, thus
ensuring that data was properly licensed and available to view by all Mouchel staff. This
marked the first phase of maps@mouchel. Phase two, later known as“ The Licence Logic
Engine” was alarger project that would provide the ability to set up boundaries for a
geographic area based on the data licence conditions for that project. Once developed, it
provided more detailed analytical tools, as well as the ability to download, print and serve
data using Web Map Server (WMS) and Web Feature Server (WFS) protocols. In thisway the
Gl team could also ensure that when complex datais needed it could be accessed by any
GIS/CAD package, ensuring a consistent and accurate service delivery to al clients whilst
properly managing licences.

4. OUTLINE THE USAGE

Discussions around the “view only” facility provided useful guidance for Mouchel’s
Geospatial team. It was clear that the whole manner in which the business used geospatial
data and the type of data needed should be looked into as well when examining license
management. Thisincluded a stock-take of all the different types of Geospatial and CAD
applications from different software providers in use within Mouchel, its partners and
contractors, with which the final solution would need to be integrated. This part of the study
proved particularly important due to the variety of different packages used by Mouchel staff
and externa clients, aswell as all the different existing databases. As aresult of the wide
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variety of software to which data needed to be served it was immediately apparent that
conformity, standardisation and rationalisation within the Mouchel environment was not an
option and that a more open SDI-type solution would be needed. The wider range of current
software used (e.g. Microsoft Office, etc) and the infrastructure of the company’ s network
including WAN links and servers were also assessed at this stage.

All of thiswas used to develop a model of geospatia information usage which, while
apparently obvious at first glance to the Gl professional, proved highly useful for
understanding and planning the requirements of Gl usage across the wider organisation. See
Figure 1.
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Fi gure 1 Geospatial data usage model

The survey unveiled that, while there is huge diversity in usage and software types, greater
control over geospatial data and mapping services was required within all of the groupsin
order to alay the risks of non-compliance. The outcomes of the study also revealed a further
opportunity: the automation of some of the more common licensing tasks could free-up
operational staff from time-consuming data management and administration and allow them
to concentrate on value-added activities that better serve clients' needs.

At the time of scoping out the project there was much discussion about how far the solution
should assist with licensing management and whether or not the engineers needed to retain
some ‘hands on” management, and thus an understanding, of data licensing. The final
conclusion was that the solution should give all the tools needed to manage the project
without the worry of data licence management. Thiswould then allow staff to focus on the
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job, enabling the technology to manage the licences and allow the Geospatial Systems team to
provide GI S consultancy, guidance and advice when required.

Mouchel decided to address the bulk of the licensing issue through the Ordnance Survey’s
recently launched Multi Client Contractor Licence (MCCL), which would allow Mouchel to
hold its own Ordnance Survey dataset for use on public client contracts. Only one copy of the
data would be required - held on Mouchel’ s central database - instead of multiple data extracts
from each public client. Linksto acentral store of current contractor and subcontractor
licences were still required but the MCCL facilitated a move from paper licensing to
automated DRM. At roughly the same time, Ordnance Survey announced the Scottish
Framework Agreement, a new cross governmental agreement granting data usagein all local
and national government departments in Scotland. This differed slightly from the UK
agreements so required careful consideration was needed to allow for thistoo. However,
following this, all the pieces were now in place for the final solution to be devel oped.

5. SOURCING THE TECHNOLOGY

After fully exploring the requirements of the solution, Mouchel went out to tender to source
the application. Thiswas a challenge as, at the time, it was unclear if such a solution even
existed! There were several available options that addressed some of the demands but nothing
that covered every aspect. In the end it was decided to develop an entirely new solution with
alicencelogic engine at its core, so asto meet al the requirements. To build this new
solution, Bristol based software developers, Innogistic were appointed to construct the
solution in consultation with Mouchel. It included the ability to serve data direct to the user
through aWMS / WFS web portal and could be housed within the Mouchel’sown IT
infrastructure, allowing the company to effectively manage its own central datasets and
associated licences. Thefina solution has now been given the product name of Maps@ and
within the specific Mouchel environment it is also known (not surprisingly) as
maps@mouchel.

The Mouchel GIS team worked with the Innogistic developers to create aweb portal. This
would be accessible across the company but would serve only permitted data extracts to
authorised users under centrally-defined permission levels managed by the GIS team. This
key licence management functionality means that only the correct data for a specific
geographically-defined project areais served to the operational teams. This cuts out time-
consuming administration, significantly reduces the risk of IPR infringement and
automatically provides an audit trail showing which user accessed any given data, when it was
accessed, and for which project it was used. The Maps@ solution also permits Mouchel to
serve its own corporate online map viewing service without the possible misuse of map data,
further minimising the risk of 1PR infringements.

For the Mouchel GIS team, one of the main benefits of this new system isthat it allows for
the central management and distribution of a single, complete geospatial database, rather than
having to manage multiple data extracts from their vast range of different public sector

clients. Centrally managing geospatial information in this way has meant that Mouchel can be
certain that there is data currency and accuracy across all projects. It also ensures that any
changes or updates to data will come directly from the data provider rather than viathe client
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and these changes need only be uploaded once to become instantly available across the whole
company.

The survey results also highlighted the diversity of applications which will interface with the
system. It was therefore paramount that the Maps@ solution could serve and allow data
access to and from the wide variety of GIS and CAD systems used across the company in
delivering client projects. Maps@ employs both a web-based map portal for data selection
and download to basic CAD or imaging tools and an OGC WM S / WFS compliant interface
that allows it to serve the data directly into all market-leading GIS and most advanced CAD
systems.

6. TESTING AND ROLL-OUT OF THE TECHNOLOGY.

Aswould be expected of the installation of aradically new system of this nature, it was
important to test the separate elements of the solution asindividual entities as well astesting
the system as a whole. The various elements of the solution founded on Maps@ were first
held on remote servers - separate from Mouchel’s main live system - to allow for the testing
needed within a safe, ‘risk averse’ environment. All elements of the solution were then put
through a stringent regime of testing and were closely monitored to ensure optimum
performance. The Champions were invaluable at this point, tasked with effectively trying to
‘break’ the system by testing it to its maximum in the virtual environment so that solutions to
bugs and error messages could be found before the system went live to the whole company.
Similarly, aprogramme of ‘load testing’ was also undertaken. This series of tests deliberately
overloaded the whole system and architecture to identify the point at which it would begin to
fail, those elements that would failed and to find out where extra resource could be brought in
if demand neared these critical points. These tests not only included the physical solution and
its elements but also the wider network infrastructure, IT personnel and other vital resources
involved. Awareness of the system’ s limitations meant that potential challenges had already
been overcome before the solution became operational, which made for much easier
management in the live Mouchel working environment.

Following this rigorous testing, a plan was drawn up for the roll-out and implementation of
the solution, which addressed the financial resources required as well as plans for linking into
existing live infrastructure such as the Windows Active Directory. Finally, a Disaster
Recovery Plan was formulated in case of catastrophic failure during installation or thereafter.
It is obvious that many people with the right experience and knowledge are required to install
such an ambitious system and Mouchel was able to draw on its dynamic and experienced pool
of staff for ad-hoc project management. A development, testing and roll-out team was
assembled in-house, with considerable experience in IT, Geospatial Systems management and
devel opment, software development, licensing, data processing, project management and
communication management. This team also included technical consultants from Innogistic,
and business analysts from Mouchel’ s corporate team to ensure that the benefit to Mouchel,
outlined in the original business case, was correctly measured and attained.

With all these elementsin place, the company-wide solution was finally ready for roll-out.
Phase one, the view only portal, wasinitially delivered in October 2008 but held in the remote
environment. Phase two, including the detailed selection and analysis tools, download, print
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and WM S/WFS elements, was delivered to the remote environment later. The full solution
was transferred from its environment outside the Mouchel network and went live across the
company in August 2009.

One particular lesson learnt during the roll out concerned the data structure going into the
SDI. The business plan needed to give the specific format for the data and metadata, bearing
in mind the future usage and development of SDI. Thisformat had to be rigidly enforced from
the outset with clear procedures to follow in order to manage and store large datasets and to
encourage future interoperability. This helps to maintain the datato a very high level and to
maximise its future uses. These standards ensure that the system can make quick, efficient
and effective trandations of the data into other formats, giving the flexibility needed for
interoperability. The data store can grow in size, usage and usefulness over time. Similarly the
standards can aso grow with the development of SDI.

7. THEPAYBACK

There is no denying that maps@mouchel - as the solution is now called internally - is bringing
benefits to Mouchel. During the implementation of maps@mouchel athorough cost/benefit
study was undertaken. The results showed significant cost savings across the board totalling
around £388K per annum. Savings identified include time costs for managing the licensing
process as well as cost savings from simplifying the number and complexity of licences
required. However, the biggest savings came as aresult of the need to only purchase, store,
manage and serve one set of geospatial datafor all UK Public Sector requirements rather than
using and managing multiple data extracts. Project managers and engineers can now access
relevant, project specific and up-to-date mapping data without worrying about licence
infringement or the time-consuming administrative tasks around data licensing. Significant
improvements have been made in business processes as well. The Champions were brought
together on 1% June 2009 for an initial review and 83% of them said that the maps@mouchel
solution brings ‘added value' to the client.

8. THE FUTURE

Following the development of the data usage model (Fig 1 above) it became apparent that
there was a further opportunity for exploitation of maps@mouchel. At last year’s Ordnance
Survey Partner Conference, Mouchel signed up as afully-fledged Licensed Partner. Now that
all the necessary licensing isin place, Mouchel islooking to develop the maps@mouchel
system to service its large private sector clients, who have their own agreements with
Ordnance Survey. Thiswill involve devel oping a pay-as-you-go system for both public and
private sector projects allowing on-demand purchase of additional datafor clients whose data
requirement falls outside of current agreements, and could involve working in partnership
with other data providers and distributorsin the future. The importance of maps@mouchel
has now been recognised within the company and as a result has been moved from the
specialist Geospatial Business area to become a Mouchel Group function. Maps@mouchel is
now seen as an increasingly important tool for sectors of the business including GBS,
Utilities, Roads, Rail etc.
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9. CONCLUSION

So islicensing as daunting as it first appears? The answer is no. Provided a methodical
approach is taken, the management of data licensing can be simplified and can even provide
an opportunity to improve efficiency in business processes and cut out cost as Mouchel’s case
illustrates. More significantly, Mouchel used licensing as a platform from which to review
and develop facilitiesin its geospatia architecture, instilling anew SDI way of thinking
which will bring rewards in the future as international consensus is reached.

From this, we can see that licensing can be a framework upon which to implement SDI which
is functional, effective and efficient. The implementation of maps@mouchel will create both
short- and long-term returns on investment by putting in place flexibility for future SDI
development. It has also brought business benefits through reducing the risks associated with
possible licence infringements and hel ped reduce the administrative burden placed on project
management staff.

The development and adoption of this SDI approach has been particularly gratifying for those
involved with data management and has introduced the culture of SDI aswell asthe
infrastructure so that any future projects will bein harmony. To illustrate this, throughout the
project to develop Maps@mouchel, awatchful eye was kept on the devel opment of the pan
European INSPIRE directive. This has meant that the Maps@ solution has been devel oped
with the capacity to expand into afuture International arena. Thereis aso the potential for
the solution to be further devel oped to link with Mouchel’s Corporate intelligent SAP based
applications, called Connect, which will bring the benefits of the solution to Mouchel’s
Global audience.

However, in order for the Gl user community to gain maximum benefit from system
improvements such as Maps@, there needs to be a more pro-active approach from the data
providers towards simplification and standardisation of licensing agreements. Hopefully, we
are seeing this process begin with the Ordnance Survey’s latest review of itslicensing in the
UK and the formation of the OGC GeoRM working group for international standardisation.
All of thiswill only help to improve the possibility of awider (possibly even global) SDI,
which will benefit all users of geospatial information. Of course thisis also dependant on
system suppliers singing from this same hymn-sheet, which in SDI termsrelates to the
trandation and implementation of international standards within their solutions.

Within the Gl user community there needs to be a desire to create greater awareness, at the
boardroom level, of the risks and impact that non-compliance with digital rights can bring and
the cost benefits that proper Digital Rights Management and compliance with international
SDI initiatives can provide. Naturally there needs to be a co-ordinated approach, with Senior
Management seeing the bigger picture whilst learning about the details from their technical
teams, in order for a solution such as Maps@ to be implemented. But the payoff will be
particularly beneficial to the implementing organisations. Most importantly, good and
efficient management of digital rights has the potential to make geospatial analysis as high
profile, useful and relied upon in the boardroom as project performance information and the
bal ance sheet. Creating an SDI with DRM should |eave along-lasting impression on any
organisation.
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