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What is data ethics?

The Open Data Institute defines data ethics as:

17

‘A branch of ethics that evaluates data practices with
the potential to adversely impact on people and
& sl i Ethics is about how we ought to live together. The creation of and access to

society — in data collection, sharing and use’
[geographical data] means we live together differently today than we did

JJ
before. That's potentially a very good thing, but for it to be good, we must do

Data ethics relates to good practice around how data is collected, used and shared. - , s
It is especially relevant when data activities have the potential to impact people and the hard work Of deCldlng who we are in relation to our data.

society, directly or indirectly.

Michael Rozier, S.J., Ph.D.

For example, an automated data model might make decisions about whether
someone is eligible for a mortgage, or what insurance they can be offered. And
decisions about what data to collect -~ and what to exclude - might affect groups in

a society.
Data ethics should be addressed at all stages:

« Stewarding data — collecting it, maintaining it and sharing it
» Creating information from that data — in the form of products and services,

analysis and insights, or stories and visualisations
» Deciding what to do - informed by information from multiple sources along

with experience and understanding
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La Iniciativa EthicalCeo

EthicalGEO
.

Raising standards for
location integrity
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LOCUS
CHARTER
The Locus Letter proposes that a =
broader, shared understanding of - 1’  PROMGTING SR

the risks and remedies related to
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the uses of location data can e R
Improve standards of practice and

help protect people and the
public interest.
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Activities Document Type

A Locus Charter (Benchmark Initiative & EthicalGEO) Global Strategic Principles
O ODI Data Ethics Canvas Frameworks / Best Practices
0 GEO- Data Working Group Ethics Best PracticesGeonovum - Ethical

Framework
0 OGC - GeoEthics adhoc
A W3C SDWWG - Responsible Use Guide Guides / Guidelines/
A Godan - Code of Ethics Toolkit Templates

A SDSNTReNDS- Data Collaboration Contracts
A Omidyar Network - Ethics Explorer
A DevGRG- Ethical Research Guidelines for Development

0 URISA/ GISCI (EE. UU.) Codes of ethics
0 SEIC (Australia and New Zealand)
0 RICS (United Kingdom)
0 ASPRS (US) Denise McKenzie. 2021.
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A GIS Code of Ethics

Approved by the URISA Board of Directors

Apeit 9, 2003
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* View porsons who exemplify morality as your own guide (Virtue £thics)

«  Attempt to maximize the happiness of everyone affected (Utilitarianism)

* Only follow maxims of conduct that everyone else could adopt (Kantianism)
o Always treat other persons as ends, never merely as means (Deontology)

The G5 professional recognizes the Impact of his or her work on sockety as a whole, o
subgroups of saclety including geographic or demographic minarities, on future gene
and inclusive of social, economic, environmental, or technical fields of endeavor. Oblig
society shall be paramount when there is conflict with other obligations. Therefore, th

services. The employer (or fundern) expects quality work a
the GIS professional wil
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being part of 3 community af other professionals.
Together, we support sach other and addd to the stature of the fisld. Therefore, the GIS
professional will:

1. Deliver Quality Work

ired to deliver needed products and
nd professional conduct. Therefore

1. Respect the Work of Others,

o Cite the work of others whenever possible and appropriate

* Honor the intellectual property rights of others, This Includes thelr nghts In
software and data.

professional will
1. Do the Best Work Possible

* Be objoctive, use due care, and make full use of education and skills
« Practice integrity and not be unduly swayed by the demands of others|
* Provide full, clear, and accurate information.

*  Be aware of consequences, good and bad.

* Strive to do what is right, not Just what is legal

2. Contribute to the Community to the Extent Possible, Feasible, and Advisal]

«  Make data and findings widely available.
* Strive for broad citizen involvement in probiem definition, data ident
analysis, and decision-making.

* Donate services to the community.

3. Speak Out About Issues

* Call attention 1o emerging public issues and identify appropriate resp|
based on personal expertise,

« Call attention 1o the unprofessional work of athers. First take concern
persons, | satisfaction is not gained and the problems warrant, then |
people and organizations should be notified.

« Admit when a mistake has been made and make carrections where pq

o B gquatfied for the tasks accepted,

*  Keep current in the field through readings and professional development,

* Identify nsks and the patentsal means to reduce them

o Define alternatve stratogies 1o reach emplayer/ funder goals, if passible, and the
wnplications of sach

o Dotument work 50 that others can use It This includes metadata and program
documentation

2. Have a Professional Relationship

«  ¥old information confidential unless authorized 10 release it,

*  Avoid all conflscts of interest with dients and emplayers if possible, bt when
they are unavolcable. disclose that confict.

*  Avaid soliciting, accegning, oe offering any gratuity o napprogdiate benefit
connected to A potential or existing buslness or working relationshep.

o ACopt work reviews as 2 moans 10 Enprove performance

« Honor contracts and assigoed responsibidnies

*  Accept deciions of employers and chents, untuss they are illegal or unethical

* Melp develop security, backup, retention, recovery, and disposal rales.

o Acknowledge and accept rules about 1he personal use of employer resources.
Thiz includes computers, data, telecommenication equament, and other
resources,

o Strwe to resolve differences

3. Be Honest in Representations

*  State professional gualifications truthfully.

*  Make honest proposals that aow the work 10 be completed Tor the resouces
requested

o Deliver an howt's work Tor an hout's pay

» Describe products and services fally.

o e fortvcoming about any linitations of data, software, assumprions, modeis,
methods, and analysis.

o Accept and provide fair critical comments on professional work.

* Recognize the limitations of one's own knowledge and skilis and recognize and
use the skills of other professionals as needed. This includes both those in other
disciplines and GIS professionals with deeper skills in critical sub-areas of the
field.

o Work respectfully and capably with others In GIS and other disciplines.

* Respect existing working relationships between others, including
employer/ empioyee and contractor/chient relationships.

+ Deal honestly and fairly with prospective employees, contractors, and vendars.

2. Contribute to the Discipline to the Extent Possible

o Publish results so others can learn about them.

*« Voly
nati /. Obligations to Individuals in Socioty

* Sup The CI5 professional recognizes the impact of his or her work on indiwidual people and will
ane st 1o avold harm to them, Therefore, the GIS professional will
bacy

1. Respect Privacy

« Protect individual privacy, especially about sensitive information.

*  Be especially careful with new Information discovered about an indivdual
through GIS-based manipulazions (such as geocoding) of the combination of two
of more databases

2. Respect Individuals

* Encourage Individual autonamy. For example, allow individuals to withhold
consent from being added to a datab correct inf lon about themselves
in a database, and remove themselves from a database

*  Avoid undoe intrusions imo the lives of individuals

*  Be truthlul when disclosing information about an individual,
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Will Craig, de la Universidad de Minnesota :
https://www.urisa.org/clientuploads/directory/Documents/CodeofEthics. pdf

Trest Al individuals equally, wthout regard to race, gender, or ather persanal
characteristic not refated to the task at hand,
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Americas: national members and academia

Surveys:
ethical use of Existence of
geospatial data National regulation Existence of
(2021 _ 2022) Education
9 questions +16 responses- national members 8 questions £ 90 responses
. . Existence of 8 questions *
Europe: academia ’
‘,Em;‘D: Education 40 responses
unnary D e— I & Trimble
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Survey regarding
education in the
ethical use of
geospatial data

R FIG WORKING WEEK 2023

28 May - 1 June 2023 Orlando Florida USA

C\"\ UN-GGIM

ACADEMIC NETWORK
AMERICAS

Encuesta sobre ensenanza en ética en el
uso de datos geoespaciales en su
institucion

Esta encuesta s un prirner refevamiento ocerca de lo efianzo del uso ético de los daton

goograficos en instituciones académicas enl-monu

Nombre de la Institucidén academica a la gque pertenece

Nombre y mail de perscna de contacto:

Protecting Our World, Conquering New Frontiers

C\"\ UN-GGIM

ACADEMIC NETWORK
AMERICAS

Survey on teaching ethics when working
with geospatial data in your institution

Thia survey i a first approach In 1eaching the ethical use of geographic data in academic
Ingtitutions. in the Americas
If you want to be a member of our Network visit: [MIps//www AN oEm-ana.orad

*Obligatorio

Name of your academic institution:

Ty respuasta

Name and email of the contact person:

Tu respuenta

Organized By @ IHI
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Have a education/ training course of the ethical use of
geographic information? - English survey

Have a education/ training course of the ethical use of
geographic information? - Europe

22%

Results

74%

= No

= Yes 78%

= No
e . S e = Yes
¢Brinda algun curso de entrenamiento/capacitacion
sobre el uso ético de los datos geograficos? - Encuesta en
espanol

Europa

P _44%
AMmerica

56%
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America’s Survey

If the previous question was affirmative, which type of training do you provide?

S —— Si la respuesta anterior es afirmativa, qué tipo de formacion brinda®

20 responses

@ | Include the topic in brief general

comments but do not allocate a specific @ incl

time or embed in another topic or less... com

@ | Include the topic as an activity, lesson ter

or discussion embedded within anothe... @ Inch

© | allocate specific time and space in the bl

syllabus to specifically address Ethics. den

@ | teach an entire course on ethics. ® Asig

@ Ethics is an activity, lesson or discussion :F:
embedded within another topic or less... ;

@ Dict

Survey
responses

If the previous question was affirmative, which type of training do you provide?
24 responses

@ | Include the topic in brief general
comments but do not allocate a specific
time or embed in another topic or less... 4, * *

@ | Include the topic as an activity, lesson E S
or discussion embedded within another u rope S u rvey o EUfOSDR
topic or lesson in the course.

@ | allocate specific time and space in the

syllabus to specifically address Ethics.
@ | teach an entire course on ethics.

Organized B @ @ Other type jamond Sponsors eSrl h
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|l ncluding in the

Are you considering including a discussion of ethics in your course in the future? : ) ) - . )
Y 9 g y Esta considerando incluir la discusion de |a ética en cursos futuros?

50 responses 38 responses
® Yes
@® No : :L
= V4
America’ s Survey
Are you considering including a discussion of ethics in your course in the future?
34 responses
® Yes ’
o Europe’s Survey e
i «"EuroSDR
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Actualmente no se toca este tema pero nos
interesa mucho aprender mas al respecto

| —y >
TG

Fig

=

Parabéns pela iniciativa, topico muito

importante .
Data ethics will become a larger component in
The topic of ethics is very important. | see a my Geospatial courses
Muchas veces encontramos mapas que clear relationship of geospatial science with
So m e cuentan historias distintas a la realidad, a SDGs, cooperation and humanitarian aid.
veces hechos de manera no intencionada pero Please define what should be considered as
a veces hechas con dolo para modificar la ethical use of geographic data.
co m m e nts percepcion del lector.
No conocia este aspecto acerca de los datos.
m a d e Por un lado, es un tema interesante pero las | often touch on data aggregation and
clases estan ya saturadas con conceptos anonymizing data, but | think | need to be more
There i i tial teaching material explicit in discussing issues of ethics with GIS
ere IS a gap In geospatial teaching mareriais g ol as mentioning ethics and data and spatial analysis.

and thus an opportunity to create. in this area,
across the interdisciplinary geospatial
communities.

protection on the spatial databases course, we
also provide a 2-hour introduction to ethics for
all undergraduate and MSc students in our
department. This includes general ethics -
ensuring that people are aware of what they are
consenting to - and some focus on GDPR and in
particular how location privacy is important and
location is considered personal data, as well as
how people can be identified not only directly
but indirectly through their answers. We also
include (on one of our programming modules)
the importance of HTTPS for security of
location information.

| suggest adding at least 1-2 lessons in every
course outline about ethics, integrity, diversity,
complexity, the inclusion of data, sharing data,
and use of data. This should be given to not
only university students but also to primary to
high school students. | also suggest arranging
short training courses in this regards for
practitioners, engineers etc.

| consider it would be fundamental to include
this topic at all levels of teaching. | would like
to include it in already existing activities. |
would very much appreciate having the training
myself in order to expand my knowledge and

filter the topics of importance for my students
o Need more information regarding standards or
— common agreed ethical use of geographic @
Organized By @ IB. data. If it already exists, unfortunately, | do not Diamond Sponsors esrl 0“’Trlmb'e
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Studlent. lop ethical and moral 2 skills th h methodical analysss and & of
case studies, The main contribution of the GIS Professional E!hlm Pm,wl i lhg ldkrwmumﬂnlxm of case
studies that pose a range of ethical chall faced by geasg p

are avillable on reguest for most cases.

To Jearn more about the case method, imcloding 2 “Seven Step Guide for Ethical Dectsion Making,” see Davis,
Mh.hual {1999) The Csse Method, Elhms umd the Uriverséity. New York: Routledge. For an example of ethical

king using the "Mappi Neighbors™ case, see DiBiase, David, Chris Goranson, Francis
Harvey and Dawn Wright (@009). The GiS Profussianal Exhics Prokst: Practical Kfhics Education fie GiS
Lris. Proveedings of the 24tk Internntional Carfography Conference. Santiago, Chile, 15-21 November, Also
in Unwin, D., K. Foote, N. Tate and D. DiBliase, Eds. (2011). Teaching Geographic information Science and
Techmology in Higher Edv London: Wiley and Sons.

Far more information about GIS ethics, see DiBiase, D, (2017). Professicoal and Practical Ethies of
GISET, The Geogruphic Information Sci & Technology Body of K fge (20d Quarter 2017 Edition),
John P. Wilson (ed.). doi: 10.22224/sisbok /2017.2.2
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Search

News

Josenalist furthers career through Wookd
Campis weather peogrum

Fast student graduates frome spatial data
Mienoe master's program

Online master's program meets need for
sustainabiity m professional spaces

Online grospatial education faculty member
Tooetves messoring award
Penn Stane's renescable energy, smtainahilit

Retired Ay viteran’s World Castpus
duggree Xeads o career wikh Linkedln

d1wo Us G il
lmdlam:e Foundatinn baard of directors
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The Pennsylvania State University.
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Step 1. State problem. For example, “there's something about this decision that makes me uncomfortable™
or “do I have a conflict of interest?”

Step 2. Check facts. Many problems disappear upon closer examination of situation, while others change
radically.

Step 3: Identify relevant factors. For example, persons involved, laws, professional code, other practical
constraints,

Step 4: Develop list of options. Be imaginative, try to avoid “dilemma”; not “yes” or “no” but whom to go
to, what to say.

Step 5: Test options. Use such tests as the following: Harm test: does this option do less harm than
alternatives? Publicity test: would I want my choice of this option published in the newspaper?
Defensibility test: could I defend choice of option before Congressional committee or committee of peers?
Reversibility test: would I still think choice of this option good if [ were adversely affected by it?
Colleague test: what do my colleagues say when I describe my problem and suggest this option as my
solution? Professional test: what might my profession's governing body or ethics committee say about this
option? Organization test: what does the company's ethics officer or legal counsel say about this?

Step 6: Make a choice based on steps 1-5.

Step 7: Review steps 1-6. What could you do to make it less likely that you would have to make such a
decision again? Are there any precautions can you take as individual (announce your policy on question,
change job, etc.)? Is there any way to have more support next time? Is there any way to change the
organization (for example, suggest policy change at next departmental meeting)?
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A nuclear submarine's crash into an uncharted seamount raises ethical issues for Navy training
personnel.

Protecting Our World, Conquering New Frontiers

projoct, and s dready considenng logal action 10 Bozk It. The firm is conoarnad that the web
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fonl that it i Ebwlous % promode the rotion 1hat thiy cats faclonies sear neghborroods that

& GISProfessional Ethics Project gisprofessionalethics org
caribou_routes case.pdf A GIS analyst is asked to exclude pertinent data from maps prepared for a public hearing.
mobile phone tracking_case.pdf Researchers track mobile phone users’ movements to derive predictive models of human Case study: Environmental Justico Web Map
mobility, Updated 4 December 2019 Jinckatn cwne w1 op 2 wrral] ol pranl frm that in web mapping.
’ - - e 13 0 cortfiod GIS F A ron-prof called org” has
software_emergency.case,pdf Too few software licenses are available in the aftermath of a tsunami, appronched Jackicn's fem with n mguest for bk for 8 casbom web mieping apsiicnton 1 be
Postod @t its wab ste. The web map is 10 show the spatiad assocatico of (o) industria! sitos known
e911_conflict_case.pdf A municipal GIS manager troubled by what appears to be a conflict of interest considers filing a 0 have 994 of towic info the Wi (0) e of what tha
s s Ccalls “com ites at risk.” sY00 (g defines the lamer ok areas
formal ethics complaint. characierized by high ralos of tamiea below poverty. low-income famites, non-high school
| peogia of conr, morkd raniérs, and cNIdran .
collateral _damage_case.pdf A geospatial intelligence analyst predicts the civilian casualties in likely to be caused by a pre- A R e 055 e
2 R The wub map Wil be freely avnlutia 10 anyons who his scoass 10 the intemal theaugh & propary
mmwmdc“‘“k' configured wob browser. Al of e data layers the map wif combrne are public records Tat hav
et Dean combingd betore At o national scak and in such an ve format. For
satellite_contract _case,pdf A sales representative is expected to withhold information that could affect availability of a datn by e Aosocy bl s s cllen
dita oo o s e " . GISProfessional Ethics Project gisprofessionalethics org
o risk are from e U.S. Census Bursau. The organization's god s 10
fire_mapping_case.pdf A member of the press asks a government employee to leak the results of a GIS analysis about a public o sbout what H coneidins $0 be B urjust exposure of
troversial wild land fire Sndsrjeviagad paopia i e culie e ofa Case study: E-811 Contract Conflict of Interest
oon v x oty Iwge donation, the organizaton is sbis 1o offer Jackson 8 very lucrative convact, A 4028 DJ0ACY has ANMOUNCO3 @ N Sroject It will preside Lings 1o axtend E-511 sardces to
lrw_siti case Map masks potentially suitable sites for low-level radioactive waste storage facility. osrvbilo; 3 lerge him St provices glows S s lsamed showt the planned web mapping. :’m“:mﬂ'mm':m‘ e

for use 0 JEEaINing SMargency sendoes.

You ano e GIS Managar for this ulines dasion of & smal municpably withis one of Te rurs
coustias nchuded in the project. Your municipaity is 2amb Ba county sedt ond its Rarpest oty
MrOower, yors e Iha oty cartified GIS Profiasional (GIEP | empleyed by e oy or cously.

data_access_case.pdf A governmental agency’s need to recoup user fees conflicts with a public records law. rave the loast poltical F Ty are with the y and ﬂmummo»m 160 3lato £-911 Coordnator il you 1 70 evabiata the
comphatnnias of the dits thal Wikl be mapped. For auamgle, Soms e mrkass i er - wha téd on the part of e projoct that wil ko place in your courty. Tre
alpha_software case.ndf Entrepreneurial GIS programmer is tempted to use a friend's code to win a lucrative contract. E*‘W“'”'W
Same weeks aNe your you're 10 baarn that he conractor
bear_baiting_case,pdf Should locations of controversial hunting stations be mapped? sehactnd for the (roject i 000 1at NEIHOr Submitos tha Iowest bid nor camed he highest
avorage oveluation Fuzzied, you ask around and Mnd out that the stone E-911 Coordinaior who
environmental _justice case.pdf GIS programmer ponders a contract for 8 web map overlays toxic industrial sites and at-risk had nal say In e ssiection process is a former emakoyes of the winsing bidder
communities. 5000 fhoreafier you host @ project Kick-off meetng ty the E-411 C °
| o s oo . and othar o oficials. ckidng the County Enginesr,
tidal wet] A scope of work statement and established mapping procedures prevent a GIS analyst from T Dvcsor, and SnartTs E-11 dapalcher. Foling GAGUsEkn ab2ul a 0coss 1 038038

privacy_and planning casepdf

adding wetlands to 4 conservation database.

A GIS professional considers filing an ethics complaint about lax protection of the
confidentiality of a sensitive database.

' ethical minefield_case pdf

Should a surveying and mapping crew chief pay a bribe to acquire data needed to conduct field
reconnaissannce safely?

the ftnees for us of axksting GIS dasasets, you prowide copies of the munickoal data you overses,
0 sTeet wih survey-grade GPS recetvers, addross poini data, and

wmmmmumuwmmmw You a'eo

provide contacts for Ay 9 -] who con prosde samitsr ook dola

Two Monms Wir YOU 010 200N SWRMsed % fnd 1hal the CONracior s proyect roguremeants
amalysis staes thol no selabie data exists, and ol sireet conterine and reited oddross data
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CODE OF ETHICS

The GIS Certification Institute

This Code of Exhies Is intemded to provide guldelines for GIS (geographic
information system) professionals. 1t should help professionals make
approprinte and ethical chodces. Et shoudd provide o busis for evaluating thesr
work from an ethscal point of view, By beading this code, GIS prafesstonals will
help to preserve and enhance pubiic trust in the discipline

This code is based on the ethical principle of alwiys troating others with respect
and pever merely as means to an end: 1.e., deontology. It requires us to conssder
the bmpact of our acthons an other persoes and to modifv oar actions to reflect the
respect and conoern we have for them. [t emphasizes our obligations to other
persons, to our collesgues and the profession, to our emplovers, and to socety as
a whobe. Those obligations peoside the arganizing strocture for these gaidelines,

The text of this code deaws oo the work of many professional societies, 11 is pot
surprising that many codes of ethics have a simalar structure and provide similar
guidelines to their professsonals, because they nre based upon a similar concept
of marality, A few of the galdelines that are wnigoe 1o the GIS profession |oelude
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https://www.gisci.org/Portals/0/Ethics/CodeOfEthics_PR.pdf
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Protecting Our World, Conquering New Frontiers

AStrong need for ethics as a topic in geospatial education
(including principles, procedures, consequences,
standardization)

AGeneral awareness for the topic in academic curricula

AAlready an important topic THE ROLE OF ACADEMIA IS
THE GATEWAY OF GE©
ABecoming even more important ETHICS
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